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Medr, the Commission for Tertiary Education and Research is committed to
protecting your personal information and respecting your privacy.

This privacy notice explains what personal information we hold about you, how we use
it, the limited conditions under which we may disclose it to others and how we keep it
secure.

Protecting your personal information

We know how important it is to protect and manage your personal information. We have
established physical, technical and organisational security measures to assist with this.
Some of the measures we have taken include:

e adopting computer safeguards such as firewalls, encryption, secure transfer
protocols, penetration testing, complex security credentials, multi-factor
authentication protocols, and access controls including restricting access
depending on job responsibilities

e Cyber Essential certification and ongoing compliance against Government and
industry recognised security frameworks

e a comprehensive framework of policies relating to data protection, information
security and records management

e regular training and awareness sessions for our employees to ensure
understanding and compliance across the organisation

¢ maintenance of a data protection register that identifies all personal information
held and includes details such as lawful basis for processing, location, security
measures and retention

e data sharing agreements and relevant clauses in contracts that have personal
data implications

e privacy notices so that individuals are aware of what personal information we
hold and why

e data protection impact assessments undertaken to identify risks and ensure
compliance with data protection legislation, and

e data stored within the UK and not transferred outside the European Economic
Area (EEA). If there was a requirement to transfer personal information outside of
the EEA, transfer would only be permitted to countries whose data protection
laws have been assessed as adequate by the European Commission, and where
adequate safeguards are in place to ensure compliance with relevant data
protection regulations.

We try to be as open as we can be in terms of giving you access to your personal
information. Under data protection legislation, you have certain rights which we’ve
explained in the ‘Access to personal information’ section.

We also want to be clear about what is potentially covered by the personal information
categories, so we have made available our personal information categories

descriptions.



https://medr.cymru/wp-content/uploads/2024/07/Personal-information-categories-English.pdf
https://medr.cymru/wp-content/uploads/2024/07/Personal-information-categories-English.pdf
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How to use this privacy notice

The way we process personal information depends on the services we are providing. To
review the service that applies to you, select the most appropriate option from one of
the following:

Visitors to our website, and recipients of our publications and job vacancies

Stakeholders, conference/event attendees, responding to consultations and surveys,
people who contact us directly (including disclosures, requests for information and
complaints) and members of the public

Advisors, consultants, other professional experts, suppliers and contractors

Learners and staff at tertiary education and research providers and other organisations
we work with (current and former)

| Employees (current and former), Board and Committee Members and Job Applicants

\ Visitors to our premises

Users of our IT services including secure file sharing facilities, eduroam, guest wi-fi and
online meeting facilities

Other useful information

\ Access to personal information

| Data Controller and Data Protection Officer

\ Complaints about the use of your personal information

| Links to other websites

\ Changes to this privacy notice
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\ Visitors to our website, and recipients of our publications and job vacancies

\ Visitors to our website

What personal information we process, why and for how long

When you visit www.medr.cymru, our hosting provider WPEnNgine will log your IP
address which is classed as personal information. They also log your browser type (e.g.
Internet Explorer, Firefox, Google Chrome) and the referral website (if the website you
last visited provided a link to us).

If you use our search function, the search term submitted and the time and date of
submission will be logged alongside your |IP address.

If you use one of our website forms, the IP address will be logged alongside the data
you have voluntarily submitted. Our website forms are:

e freedom of information requests
e subscriptions to our publications or job vacancies
e complaints

Our website uses cookies for user experience purposes, for example to retain preferred
language settings.

We use data in log files to compile website usage statistics and error tracing. Under
normal circumstances, we do not use the IP addresses to identify a visitor or trace a
visitor’s activity on the website. However, we may do this in order to identify abusive
activity.

Our lawful basis for processing of this information is for the purposes of our legitimate
interests in providing IT services and systems that are secure and function effectively.

Logs are stored for 12 months before they are permanently deleted.

How we protect your personal information and who we may share it with

Log files are stored securely in systems accessible only to our employees and hosting
provider who need access to undertake their job/contractual responsibilities.

We will not disclose your personal information to any other body except where this is
necessary to comply with the law or protect our services or others.

Your rights

You have the right to request a copy of your personal information and to request that we
correct your personal information if it is inaccurate.

When we process your personal information for our legitimate interests, we make sure
to consider and balance any potential impact on you and your rights under data
protection laws. If you have any concerns about the processing of your personal
information, you have the right to object by emailing info@medr.cymru. Please bear in
mind that if you object, this may affect our ability to deliver this service to you.

Recipients of our publications and job vacancies

What personal information we process, why and for how long


http://www.medr.cymru/
mailto:info@medr.cymru
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When you subscribe to receive our publications or job vacancy alerts, we will log your
personal contact information such as name and email address.

We use your contact information to provide you with the services you’ve selected. You
are not required to give us these details although we may not be able to provide you
with the services you have requested if you chose not to disclose this information.

Our lawful basis for processing of this information is consent which you have freely
given when subscribing to these services.

We will not use your personal information for any other purpose and will retain your
details for as long as is required to deliver the requested service.

How we protect your personal information and who we may share it with

Your contact information is stored securely on our IT systems and only accessible to our
employees.

We will not disclose your personal information to any other body except where this is
necessary to comply with the law or protect our services or others.

Your rights

You have the right to withdraw your consent at any time by emailing info@medr.cymru.
We will erase your personal information on receipt of your request.

You also have the right to request a copy of your personal information, to request that
we correct your personal information if it is inaccurate, and to request the restriction of
the processing of your personal information.

Stakeholders, conference/event attendees, responding to consultations and
surveys, people who contact us directly (including disclosures, requests for
information and complaints) and members of the public.

Stakeholders

What personal information we process, why and for how long

We hold your contact details such as name, email address, correspondence address
and phone number as this information is essential to the conduct of our business. In
most cases, these contact details would be professional or work details but may
occasionally be private or home details.

Our lawful basis for processing this information is public task which includes our
responsibilities as the primary funder and regulator of tertiary education and research in
Wales. This is in accordance with obligations described in the Tertiary Education and
Research (Wales) Act 2022, the Further and Higher Education Act 1992, the Higher
Education (Wales) Act 2015, and where expectations are set out by Welsh Ministers
including, the WGSB Framework Document: Medr, the Welsh Government’s statement
on strategic priorities, and specific delegation letters.

We will not use your personal information for any other purpose and will retain your
details for as long as is required to fulfil the public task and as determined by the
appropriate retention policy.

How we protect your personal information and who we may share it with



mailto:info@medr.cymru
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Your contact information is stored securely on our IT systems and will only be
accessible to our employees.

We will not disclose your personal information to any other body except where this is
necessary to comply with the law or protect our services or others.

Your rights

You have the right to request a copy of your personal information and to request that we
correct your personal information if it is inaccurate.

You also have the right to object to the processing of your personal information by
emailing info@medr.cymru. We will assess your objection openly and fairly, and clearly
explain our decision and your options should you disagree with our decision.

\ Conference/event attendees

What personal information we process, why and for how long

If you're attending our conferences or events, we will need to process your contact
details such as name, email address, correspondence address and phone number in
order to keep you informed of arrangements. We might also hold information required to
make reasonable adjustments such as dietary, access or Welsh Language
requirements.

We sometimes use Eventbrite to manage our conferences and events. Eventbrite
processes data (including any personal data submitted by booking one of our events)
outside the European Economic Area. Please only submit information which you are
happy to have processed in this way. Refer to Eventbrite’s privacy policy for further
information. You may contact the event organiser directly if you prefer not to use
Eventbrite.

We usually provide a list of delegates as part of the delegate pack for the conference or
event. We will give you an opportunity to indicate if you do not wish your name, job title
and organisation to be included on the delegate list.

Sometimes we may take informal photos during the conference or event which may be
published on our website or social media feeds. We will give you an opportunity to
indicate if you do not wish to be included in any photos.

Our lawful basis for processing this type of information depends on the nature of the
task. The lawful basis could be:

e To enable us to fulfil our public tasks including our responsibilities as the primary
funder and regulator of tertiary education and research in Wales. This is in
accordance with obligations described in the Tertiary Education and Research
(Wales) Act 2022, the Further and Higher Education Act 1992, the Higher
Education (Wales) Act 2015, and where expectations are set out by Welsh
Ministers including, the WGSB Framework Document: Medr, the Welsh
Government’s statement on strategic priorities, and specific delegation letters.

e To meet our legal obligations under the Health and Safety at Work etc Act 1974
and Health and Safety at Work Regulations 1999, and our responsibilities under
the Equality Act 2010, and Welsh Language Measures 2011.

¢ You have given your consent when subscribing to our conference or event.


mailto:info@medr.cymru
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We will not use your personal information for any other purpose and will retain your

details for as long as is required to fulfil the public task or legal obligation and as
determined by the appropriate retention policy.

Unless you have given us your consent to retain your contact details to invite you to
future conferences and events, we will erase your details once the conference or event
has ended.

How we protect your personal information and who we may share it with

Your contact information is stored securely on our IT systems and only accessible to our
employees.

We will not disclose your personal information to any other body except where this is
necessary to comply with the law or protect our services or others.

Your rights

You have the right to request a copy of your personal information and to request that we
correct your personal information if it is inaccurate.

Where we rely on consent to retain your contact details, you have the right to withdraw
your consent at any time by emailing info@medr.cymru. We will erase your personal
information on receipt of your request. You also have the right to request the restriction
of the processing of your personal information.

Where we process your personal information to enable us to fulfil our public tasks, you
have the right to object by emailing info@medr.cymru. We will assess your objection
openly and fairly, and clearly explain our decision and your options should you disagree
with our decision.

Responding to consultations and surveys

What personal information we process, why and for how long

When you respond to a consultation or survey, we may process your contact details to
get in touch with you to discuss your response.

We will process the opinion or views you provide in the responses for the purpose of
informing the development of policy, guidance or other regulatory work covered in the
consultation or survey.

Our lawful basis for processing this type of information is public task which includes our
responsibilities as the primary funder and regulator for tertiary education and research
in Wales. This is in accordance with obligations described in the Tertiary Education and
Research (Wales) Act 2022, the Further and Higher Education Act 1992, the Higher
Education (Wales) Act 2015, and where expectations are set out by Welsh Ministers
including, the WGSB Framework Document: Medr, the Welsh Government’s statement
on strategic priorities, and specific delegation letters.

We will not use your information for any other purpose and will retain your details for as
long as is required to fulfil the public tasks and as determined by the relevant retention
policy.

How we protect your personal information and who we may share it with

Your personal information is stored securely on our IT systems and only accessible to
our employees on a restricted ‘need to know’ basis.


mailto:info@medr.cymru
mailto:info@medr.cymru
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We may publish a summary of the consultation responses or survey outcomes and, in
some cases, the responses themselves. The consultation exercise or survey will
provide guidance if you prefer your responses to remain anonymous.

If we use third parties to manage our consultations or surveys, we will clearly identify
this and link to any relevant privacy notices as part of the process.

Your rights

You have the right to request a copy of your personal information and to request that we
correct your personal information if it is inaccurate.

You also have the right to object to the processing of your personal information by
emailing info@medr.cymru. We will assess your objection openly and fairly, and clearly
explain our decision and your options should you disagree with our decision.

People who contact us directly (including disclosures, requests for information
and complaints) and members of the public

What personal information we process, why and for how long

When you phone us we may make a note of your contact details and information about
the subject of your call so that we can deal with your enquiry. We do not record or
monitor telephone calls apart from voicemails. Your phone number may be stored within
our communications system if your phone settings allow for caller identification.

Any emails sent to us may be monitored for security and compliance reasons. Emails
may be stored on our IT systems whilst your query is being dealt with.

When we receive a disclosure, request for information or complaint, we may record
details of the request including contact details and other relevant information you’ve
included in the request.

Our lawful basis for processing this type of information depends on the nature of the
request. The lawful basis could be:

e To enable us to fulfil our public tasks including our responsibilities as the primary
funder and regulator for tertiary education and research in Wales. This is in
accordance with obligations described in the Tertiary Education and Research
(Wales) Act 2022, the Further and Higher Education Act 1992, the Higher
Education (Wales) Act 2015, and where expectations are set out by Welsh
Ministers including, the WGSB Framework Document: Medr, the Welsh
Government’s statement on strategic priorities, and specific delegation letters.

e To comply with a legal obligation such as the Freedom of Information Act 2000
and the Welsh Language (Wales) Measure 2011.

We will only use the personal information you’ve provided in order to process the
request. Personal information will be retained for as long as is necessary to deal with
the enquiry, or in line with our retention policy where this applies. This means that
information relating to a disclosure or request for information will be retained for three
years, and relating to a complaint will be retained for ten years from closure. If
information results in an investigation into a provider, the retention may be 15 years
from closure although personal information will be redacted after ten years.

How we protect your personal information and who we may share it with
Your personal information is stored securely on our IT systems and only accessible to
our employees on a restricted ‘need to know’ basis.

7
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However, we may need to share this information with other organisations or statutory
bodies where a disclosure, request for information or complaint has been made. Our
‘Access to Information Policy’ and ‘Complaints Procedures’ will contain further
information.

There may be times when we are asked to share information with other organisation in
the event of a complaint about Medr itself. In these circumstances we are usually
obliged to provide the information by law.

We may compile and publish statistics showing information like the number of
complaints or requests we receive, but not in a form which identifies anyone.

Your rights

You have the right to request a copy of your personal information and to request that we
correct your personal information if it is inaccurate.

Where we process your personal information to enable us to fulfil our public tasks, you
have the right to object by emailing info@medr.cymru. We will assess your objection
openly and fairly, and clearly explain our decision and your options should you disagree
with our decision.

Advisors, consultants, other professional experts, suppliers and contractors

What personal information we process, why and for how long

If you are supplying goods or services to us we may process personal information about
you, such as your contact details in order to enter into agreements. Details of the
personal information we process should be included in contracts to deliver the goods or
services but may include financial details to make payments or check your financial
viability, or CVs to assess your qualifications and experience.

Our lawful basis for processing this type of information depends on the nature of the
relationship. The lawful basis could be:

e Processing is necessary for the performance of a contract to which the data
subject is party or in order to take steps at the request of the data subject prior to
entering into a contract.

e To enable us to fulfil our public tasks including our responsibilities as the primary
funder and regulator for tertiary education and research in Wales. This is in
accordance with obligations described in the Tertiary Education and Research
(Wales) Act 2022, the Further and Higher Education Act 1992, the Higher
Education (Wales) Act 2015, and where expectations are set out by Welsh
Ministers including, the WGSB Framework Document: Medr, the Welsh
Government’s statement on strategic priorities, specific delegation letters and
Managing Welsh Public Money.

e To meet our legal obligations including compliance with the Public Contracts
Regulations 2015 (and any superseding legislation), European Procurement
Directive 2014/24/EU, the Freedom of Information Act 2000, and the Welsh
Language (Wales) Measure 2011.

We will not use your personal information for any other purpose and will retain your
details for as long as is required to deliver the contract and as determined by the
appropriate retention policy. Invoicing and payment details are retained for seven years
unless there is an obligation to retain the information for longer to comply with legal

8
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requirements such as the Welsh European Funding Office (WEFO). Information relating
to procurements or contracts are retained for six years after the contract has ended.

How we protect your personal information and who we may share it with

Your personal information is stored securely on our IT systems, and will only be
accessible to our employees on a restricted ‘need to know’ basis.

We may need to share this information with other organisations or statutory bodies such
as relevant ombudsman, auditors, the Welsh Government, WEFO, other Welsh
Government Sponsored Bodies, and contracting organisations, all of which are required
to comply with data protection legislation.

Your rights

You have the right to request a copy of your personal information and to request that we
correct your personal information if it is inaccurate.

Where we process your personal information to enable us to fulfil our public tasks, you
have the right to object by emailing info@medr.cymru. We will assess your objection
openly and fairly, and clearly explain our decision and your options should you disagree
with our decision.

Learners and staff of tertiary education and research providers and other
organisations we work with (current and former)

What personal information we process, why and for how long

We process personal information, including sensitive types of information (also referred
to as special categories of personal information) for a number of purposes such as to
inform and distribute funding, policy development, policy analysis, research or in relation
to our financial duties, legal obligations and public interests.

The types of personal information processed may include:

contact details

personal details

family, lifestyle and social circumstances
financial details

education and training details
employment details

The types of special categories of personal information may include:

physical or mental health details
racial or ethnic origin

religious or other beliefs

sex life or sexual orientation details

Much of the information we hold is collected from other sources including Jisc,
Research Excellence Framework (REF), Student Loans Company (SLC), Scottish
Funding Council (SFC), Office for Students (OfS), Education and Skills Funding
Agency, tertiary education providers, and the Welsh Government. These organisations
should have collection notices informing you of the information they may collect, the
purposes for the collection, who your information may be disclosed to and your rights.
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We have data sharing agreements in place with these organisations, or may be legally
required to process this information in relation to our financial and legal duties.

Our lawful basis for processing this type of information is to enable us to fulfil our public
tasks including our responsibilities as the primary funder and regulator for tertiary
education and research in Wales. This is in accordance with obligations described in the
Tertiary Education and Research (Wales) Act 2022, the Further and Higher Education
Act 1992, the Higher Education (Wales) Act 2015, our Financial Management Code and
Memorandum of Assurance and Accountability/Terms and Conditions of Funding, and
where expectations are set out by Welsh Ministers including, the WGSB Framework
Document: Medr, the Welsh Government’s statement on strategic priorities, and specific
delegation letters.

We will not use your personal information for any other purpose and will retain your
details for as long as is required to fulfil the public task and as determined by the
appropriate retention policy.

How we protect your personal information and who we may share it with

Your personal information is stored securely on our IT systems and only accessible to
our employees on a restricted ‘need to know’ basis.

We may share your information with other organisations who have a contract to process
this data. Appropriate contracts or data sharing agreements will be established.

Otherwise we will only disclose information to someone outside of Medr where we are
legally obliged to do so.

Your rights

You have the right to request a copy of your personal information and to request that we
correct your personal information if it is inaccurate.

You have the right to object by emailing info@medr.cymru. We will assess your
objection openly and fairly, and clearly explain our decision and your options should you
disagree with our decision.

Employees (current and former), Board and Committee Members and job
applicants

Separate privacy notices are in place for Employees, Board and job applicants.

Committee Members

What personal information we process, why and for how long

When you apply to join a committee, we need to process your contact details such as
your name, email address, correspondence address and phone number, and other
personal information including information submitted in your CV. This information is
required in order to conduct a fair, open and transparent recruitment process, and in
some areas to ensure we are compliant with our legal obligations. We will not ask for
any information that we don’t need, and we will tell you if providing some personal
information is optional, including if we ask for your consent to process it.

For equality monitoring purposes we process sensitive types of information (also
referred to as special categories of personal information) including gender, age, religion,
sexual orientation, ethnicity and disability. Completion of this information is optional and
will not affect the selection process.

10
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If your application is successful, we will require further personal information including
financial details to make travel and subsistence payments and Declaration of Interests.
We might also hold information required to make reasonable adjustments such as
dietary, access or Welsh Language requirements.

Our lawful basis for processing this type of information depends on the nature of the
purpose. The lawful basis could be:

e To enable us to fulfil our public tasks including our responsibilities as the primary
funder and regulator for tertiary education and research in Wales. This is in
accordance with obligations described in the Tertiary Education and Research
(Wales) Act 2011, the Further and Higher Education Act 1992, the Higher
Education (Wales) Act 2015, and where expectations are set out by Welsh
Ministers including, the WGSB Framework Document: Medr, the Welsh
Government’s statement on strategic priorities, and specific delegation letters.

¢ To meet our legal obligations under the Health and Safety at Work etc Act 1974
and Health and Safety at Work Regulations 1999, and our responsibilities under
the Equality Act 2010, and the Welsh Language (Wales) Measure 2011.

We will not use your personal information for any other purpose and will retain your
details for as long as is required to fulfil the public task or legal obligation and as
determined by the appropriate retention policy. Payment details are retained for seven
years.

Details of unsuccessful applicants will be retained for no longer than is necessary for
the purposes of processing the application. Your written consent will be sought if we
wish to retain your details for future applications.

How we protect your personal information and who we may share it with

Your personal information is stored securely on our IT systems, and will only be
accessible to our employees on a restricted ‘need to know’ basis.

We will not disclose your personal information to any other body except where this is
necessary to comply with the law or protect our services or others.

Your rights

You have the right to request a copy of your personal information and to request that we
correct your personal information if it is inaccurate.

Where we process your personal information to enable us to fulfil our public tasks, you
have the right to object by emailing info@medr.cymru. We will assess your objection
openly and fairly, and clearly explain our decision and your options should you disagree
with our decision.

Visitors to our premises

What personal information we process, why and for how long

When you visit our premises you will be asked to sign in to our visitors log. Alongside
your signature will be your name and your organisation. These logs are retained for one
month and then destroyed.

Visitors, including contractors, who are issued with a security badge will generate a
record of activity on the door access system maintained by the landlord Public Health

11
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Wales. These logs are reviewed for security and safety purposes, and retained for 12
months.

Before your visit we are required to establish if you have any specific access or support
requirements in order to allow us to make reasonable adjustments to ensure your
safety. You may be asked to complete a Personal Emergency Evacuation Plan (PEEP)
questionnaire to help us make appropriate arrangements. We would like to retain the
personal information you have supplied for the PEEP but will only do so if you have
given us your consent. Otherwise your information will be destroyed at the end of your
visit.

Our lawful basis for processing this type of information depends on the nature of the
purpose. The lawful basis could be:

o To meet our legal obligations under the Health and Safety at Work etc Act 1974
and Health and Safety at Work Regulations 1999, and our responsibilities under
the Equality Act 2010.

e Processing is necessary for the purposes of our legitimate interests in
maintaining the security and safety of individuals.

CCTV is used by the Landlord to maintain the security of the property and the personal
safety of employees and visitors. Notices are displayed around the premises. For further
information on CCTV images, contact Public Health Wales.

How we protect your personal information and who we may share it with

Personal information relating to your PEEP and other reasonable adjustments made in
relation to your visit will be stored securely on our IT systems and only accessible to our
employees who require access to undertake their job responsibilities.

We will not disclose your personal information to any other body except where this is
necessary to comply with the law or protect our services or others.

Your rights

You have the right to request a copy of your personal information and to request that we
correct your personal information if it is inaccurate.

When we process your personal information for our legitimate interests, we make sure
to consider and balance any potential impact on you and your rights, under data
protection laws. If you have any concerns about the processing of your personal
information, you have the right to object by emailing info@medr.cymru. Please bear in
mind that if you object, this may affect our ability to deliver this service to you.

Users of our IT services including secure file sharing facilities, eduroam, guest
wi-fi and online meeting facilities.

Secure file sharing facilities

What personal information we process, why and for how long

When you make use of our secure file sharing facilities, we log your IP address which is
classed as personal information. We also log your browser type (e.g. Internet Explorer,
Firefox, Google Chrome) and your device type (e.g. Windows PC)..

We log the usernames and IP addresses of anyone who attempts to log on, whether
they are successful or not, or whether they are using a valid login name or not.

12
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These IT services are accessible after logging on with valid credentials. Activity,
including search terms entered into the search field will be logged against the
username.

The secure areas use cookies to verify that a request for the page is from an
authenticated user. The cookie is removed from your computer when you close the
browser.

We use data in log files to compile website usage statistics and error tracing. Under
normal circumstances, we do not use the data to identify a visitor or trace a visitor's
activity. However, we may do this in order to identify abusive activity. If potential hacking
activity is detected the website makes a record of the source IP address and
subsequent action is taken that blocks access to all visitors using that IP address.

When accessing our file sharing system, you are required to accept a user agreement
before the system will grant access. This is to confirm that you understand the
monitoring taking place and that you will abide by the defined security measures.

Our lawful basis for processing of this information is for the purposes of our legitimate
interests in providing IT services and systems that are secure and function effectively.

Logs are stored for 12 months before they are permanently deleted.

IP addresses linked to potential hacking activity are logged in our security system and
stored in perpetuity.

How we protect your personal information and who we may share it with

Log files are stored securely in systems and accessible only to our employees who
need access to undertake their job responsibilities.

We will not disclose your personal information to any other body except where this is
necessary to comply with the law or protect our services or others.

Your rights

You have the right to request a copy of your personal information and to request that we
correct your personal information if it is inaccurate.

When we process your personal information for our legitimate interests, we make sure
to consider and balance any potential impact on you and your rights under data
protection laws. If you have any concerns about the processing of your personal
information, you have the right to object by emailing info@medr.cymru. Please bear in
mind that if you object, this may affect our ability to deliver this service to you.

Guest wi-fi and eduroam

What personal information we process, why and for how long

When you make use of our guest wi-fi or eduroam facilities, we store the MAC address
of your device, the guest network IP address allocated to your device and the
timestamp.

When a client authenticates with their home eduroam provider, their authenticating
username is stored alongside their MAC address and a timestamp.

MAC address logs are used for troubleshooting and security purposes (e.g. we can
block a MAC address from the system if required).

13
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Your browsing activity is logged alongside the IP address allocated to your device. We
use data in log files to compile website usage statistics and error tracing. Under normal
circumstances, we do not use the data to identify a visitor or trace a visitor’s activity.
However, we may do this in order to identify abusive activity.

To access our guest wi-fi you are required to sign an acceptable use statement. This
statement is your confirmation that you understand and will abide by the security
measures required to keep this system secure. Your acceptance is required every time
you access the guest wi-fi.

Our lawful basis for processing of this information is for the purposes of our legitimate
interests in providing IT services and systems that are secure and function effectively.

All associated logs are stored for 12 months before they are permanently deleted.
How we protect your personal information and who we may share it with

Log files are stored securely in systems accessible only to our employees who need
access to undertake their job responsibilities.

We will not disclose your personal information to any other body except where this is
necessary to comply with the law or protect our services or others.

Your rights

You have the right to request a copy of your personal information and to request that we
correct your personal information if it is inaccurate.

When we process your personal information for our legitimate interests, we make sure
to consider and balance any potential impact on you and your rights under data
protection laws. If you have any concerns about the processing of your personal
information, you have the right to object by emailing info@medr.cymru. Please bear in
mind that if you object, this may affect our ability to deliver this service to you.

Online meeting facilities

What personal information we process, why and for how long

When participating in online meetings through platforms such as Microsoft Teams, we
will collect your email address (to send you the invite), name, userlD, and where
available your profile picture, job title and organisation, and phone number (if you join
via phone). This information may be visible to all invitees via the gallery and in the list of
attendees. We process this information to manage and authenticate your access to the
meeting, and to allow other invitees to visualise participants.

Content shared in the chat including documents will also be available to invitees. You
are in control of your camera and microphone, and may choose to turn these off. You
can also delete your contributions in the chat or choose not to participate in the chat.

Participants will be informed before any recording or transcript facilities are started. You
may choose to hide your identity, turn off your camera or leave the meeting.

Our lawful basis for processing of this information is for the purposes of our legitimate
interests in providing IT services and systems that are secure and function effectively.

All associated logs are stored for 12 months before they are permanently deleted.
How we protect your personal information and who we may share it with
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Log files are stored securely in systems accessible only to our employees who need
access to undertake their job responsibilities.

We will not disclose your personal information to any other body except where this is
necessary to comply with the law or protect our services or others.

Your rights

You have the right to request a copy of your personal information and to request that we
correct your personal information if it is inaccurate.

When we process your personal information for our legitimate interests, we make sure
to consider and balance any potential impact on you and your rights under data
protection laws. If you have any concerns about the processing of your personal
information, you have the right to object by emailing info@medr.cymru. Please bear in
mind that if you object, this may affect our ability to deliver this service to you.

Access to personal information

Data protection legislation gives you certain rights over your personal information.
You have the right to:

¢ be informed about the collection and use of your personal information

¢ request a copy of your personal information by making a subject access request
(see below for details)

¢ request rectification of inaccurate personal information or completion of
incomplete personal information

e request erasure of your personal information

e restrict the processing of your personal information

e receive a copy of your personal information in a format that allows easy transfer
(known as “data portability”)

e object to the processing of your personal information

e not be subject to automated decision making or profiling

All of these rights have certain limitations depending on the request and on the purpose
of our processing. We have identified your rights throughout this privacy notice although
we welcome any queries in relation to your rights. Further information about your rights
is available on the |ICO website.

To exercise your rights, please get in touch with our Data Protection Officer using the
contact details below.

The right to request a copy of your personal information is known as making a subject
access request. You are entitled to know what information we hold on you, and can
make this request, in writing, to any of our employees or via info@medr.cymru. We will
need to confirm your identity in order to process your request.

Data Controller and Data Protection Officer

Medr is the data controller of any personal information collected within the scope of this
privacy notice.

15


mailto:info@medr.cymru
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/
mailto:info@medr.cymru

Medr Privacy Notice Med r

Y Comisiwn Addysg Drydyddol ac Ymchwil
Commission for Tertiary Education and Research

We are fully committed to the processing of your personal information in line with data
protection legislation, but we do welcome any queries relating to the processing of your
data and will listen to any concerns you may have.

Please get in touch with us by email or post:
Email: info@medr.cymru

Write to:

Medr

2 Capital Quarter
Tyndall Street
Cardiff

CF10 4Bz

Our Data Protection Officer is Alison Haggett. You are welcome to contact our Data
Protection Officer directly:

Email: alison.haggett@medr.cymru

Our data protection registration reference is ZB552558.

] Complaints about the use of your personal information

If you are unhappy with the way in which your personal information has been handled
by us, please either contact us at info@medr.cymru or via our Data Protection Officer
and we will try to resolve your issue informally.

If we are unable to resolve the issue to your satisfaction, you can also make a complaint
to the data protection supervisory authority. In the UK, this is the Information
Commissioner’s Office (ICO) and they can be contacted at:

Information Commissioner’s Office
Woycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF

Tel: 0303 123 1113
Email: casework@ico.org.uk
Website: https://ico.org.uk

You can also contact the Wales ICO office:

Information Commissioner’s Office — Wales
2nd Floor, Churchill House

Churchill Way

Cardiff

CF10 2HH
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Tel: 029 2067 8400
Email: wales@ico.org.uk

Links to other websites

Our website contains links to other websites. We are not responsible for the privacy
practices or content of other websites. We encourage our website visitors to be aware
when they leave our website and to read the privacy policy of other websites.

Changes to this privacy notice

This privacy notice is regularly reviewed to ensure that it accurately describes how we
process personal information. This notice may be updated from time to time, for
example when new legislation is enacted or when new purposes or systems are added.

Regularly reviewing this page ensures you are always aware of what information we
collect, how we use it and under what circumstances, if any, we will share it with other
parties.

This privacy notice was last updated on 20 September 2024.
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